SOCIAL MEDIA
REPUTATION
MANAGEMENT




If you are using social media sites such as
Facebook or Twitter, there are some simple
steps you can take to manage your reputation
and protect your identity. Even if you are not
using these sites, it is important to manage
your digital footprint and identify any false or
misleading information about you online.

In this booklet you will find our top 10 tips

for protecting your reputation online. We

also provide practical guides for setting up
Facebook, Twitter, Instagram and mobile
devices to help you ensure your information is
safe online.
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Top 10 tips for protecting your
reputation online

Tip 1: Make sure your profile is set to private

To manage your privacy on social media such as Facebook, Twitter or Instagram,
you have the option of making your profile either private or publicly accessible.
You can check this through the Settings option on your profile and/or accounts.

Tip 2: Only accept friend requests from
people you know and trust and learn to block
offensive users

People aren’t always who they say they are. Before you accept a friend request
from someone, ensure that you know who they are offline and that you trust
them to protect the personal information you share on your profile. Just because
you share a mutual friend, doesn’t mean you actually know the person.

If people harass or threaten you online, you can block them from commmunicating
with you.

Tip 3: Regularly search for yourself online

Regularly search for your name, email addresses and any usernames you
operate in online search engines such as Google, Bing or Yahoo. You can also
look up your name using www.pipl.com which brings back many social media
results. Also try searching your name using the search functions on Facebook
and Twitter.

These searches will allow you to identify fake profiles and/or accounts, as well as
gain a better understanding of what your digital footprint looks like.

Tip 4: Report fake profiles

Fake accounts or accounts impersonating others on Facebook, Twitter and
Instagram can be reported. Forms can be found on these social media sites
which you can complete to report these incidences.




Tip 5: Do not join offensive online groups or
‘like’ offensive online content

Depending on your privacy settings, the groups which you belong to on
Facebook can be publicly available information. Your name is then linked with
the objectionable content shared on those Facebook groups, which you have
no control over.

Tip 6: Do not post inappropriate
content online

Think before you post any content online as it is impossible to permanently
delete digital content once it has been shared.

Tip 7: Delete unused accounts

If you are no longer using your online accounts, it is best to deactivate or
delete them.

Before you delete your accounts:

B Type your full name into a search engine such as Google or
www.pipl.com to find out which social media accounts you have. Also
try searching your email addresses in these search engines. You may
have an old Myspace or Bebo profile which you've forgotten about, but
this could still contain personal information or photos of you.

Make sure you know your log-in details for each account. If you've
forgotten which email address you used to start up the account, have a
search in your email accounts for Facebook, Bebo, Myspace and Twitter
to see which email account is linked to each profile.

If you have forgotten the password to access your social media
accounts, follow the directions in the ‘Help’ or ‘Safety” section of the
social media website to find out how to recover a forgotten password.

Have a look at the photos on your profile in which you're tagged. Photos
uploaded by friends will still be available after you've deleted your
account. Contact your friends and ask them to remove these photos
and, if they do not take them down, you can report the photo to the site
on which it appears.

Facebook and Twitter give you the option of downloading a copy of all the
information you have on your profile including photos, comments and your
wall posts. Before deleting your account, it's a good idea to keep a copy of your
information for your own records, but also to make sure you don't lose any of
your photos.
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Tip 8: Turn off your Bluetooth when not in use
and change the name of your device

Bluetooth creates a wireless network between paired devices within a limited
range. There are ways in which vulnerabilities in Bluetooth can be exploited,
providing access to your address book, calendar, messages, photos and other
content on your mobile phone.

To reduce your exposure to this risk, ensure that Bluetooth is disabled or hidden
when not in use and that the name of the device is changed to something which
doesn't identify you, or the model of the phone.

Tip 9: Disable geotagging on your
mobile device

Geotagging is the process whereby location data is added to an image or
other content.

When this geotagged material is shared online, it is possible for others to read
the metadata and identify the location where that image was taken.

Steps for disabling geotagging or location services for the camera on your
smartphone can be found on page 18 of this booklet.

Tip 10: Do not take, accept or forward nude
images of someone under the age of 18

Do not generate, accept or forward on any naked images on your phone or
online of someone who is under the age of 18 as they may be considered child
pornography. By having these images on your phone or computer you could

be deemed as having possession of child pornography. Forwarding them onto
others could also be considered to be distribution of child pornography. These
are serious criminal offences which can carry gaol terms of up to 15 years. You
should report these images to your local police.

A conviction of child pornography-related offences can have serious long
term consequences including being placed on a sex offenders’ register and
imprisonment.




Managing your
Facebook account

Make sure your profile is set to private

To manage your privacy on Facebook, access the privacy settings by
clicking on the cog wheel on the upper right-hand side of the page and
select ‘Privacy Settings’.

Seanch for people, places and things Q Find Friends Home & 3¢

m_ [=) update Status Add Photos/Video ¢]] Share Link Advertising
Edit Profile T Account Settings

| What's going on, & Crea
FAVORITES (F chal

-] News Feed

W mcingex Advertising
Account Settings

Log Qut

Under the ‘'Who can see my stuff?’ section, you can manage who is able to
access your timeline.

Next to ‘Who can see your future posts?’, click on ‘Edit’ to ensure that
‘Friends’ is selected.

facebook Search for people, places and things / Find Friends Home &=
o7 General Privacy Settings and Tools
0 security
3 ‘Who can see my stuff? Who can see your future posts? Friends Edit
Privacy
=] Timeline and Tagging Review all your posts and things you're tagged in Use Adtivity Log
° Blocking
Limit the audience for posts you've shared with friends Limit Past Posts
of friends or Public?
I:I Motifications
@ Mobile jo can look me up? Who can look you up using the email address or phone Friends of Friends Edit
Eallo number you provided?
Who can look up your timeline by name? Friends of Friends Edit
) Apps
m Ads Do you want other search engines to link to your Off Edit

Hmaline?

Who can see my stuff? Who can see your future posts? Friends Edit

Review all your posts and things you're tagged in Use Activity Log
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Some of your earlier posts may have been shared more broadly so it is important to ensure
these are now only accessible by Friends. Click on ‘Limit Past Posts’ next to ‘Limit the
audience for posts you've shared with friends of friends or Public?’.

facebuuk Search for people, places and things Q 5"2.' Find Friends Home @&z %

& General Privacy Settings and Tools
i security

Who can see my stuff? Who can see your future posts? Friends Edit
[E Privacy
=] Timeline and Tagging Review all your posts and things you're tagged in Use Activity Log
@ Blocking

Limit The Audience for Old Posts on Your Timeline Close
[:| Motifications If you use this tool, content on your timeline you've shared with friends of friends
) or Public will change to Friends. Remember: people who are tagged and their
El Mabile friends may see those posts as well.
Followers You also have the option to individually change the audience of your posts. Just go
to the post you want to change and choose a different audience.

@ Apps Learn about changing old posts
ﬁi Ads
Payments
o Gifts Limit The Audience for Old Posts on Your Timeline

@ Support Dashboard

If you use this tool, content on your timeline you've shared with friends of friends
or Public will change to Friends. Remember: people who are tagged and their
friends may see those posts as well.

You also have the option to individually change the audience of your posts. Just go
to the post you want to change and choose a different audience.

Learn about changing old posts

Limit Old Posts

Click on ‘Limit Old Posts’ after which a dialog box will appear. Select ‘Confirm’ to limit
past posts to Friends.

Are You Sure You Want to Proceed?

You are about to limit old posts on your timeline without reviewing them. Note: This global change can't
be undone in one dick. If you change your mind later, you'll need to change the audience for each of

these posts one at a time.




You can manage who can locate your timeline on Facebook under the ‘Who can
look me up?’ section.

Next to ‘'Who can look you up using the email address or phone number
you‘ve provided?’, click on ‘Edit” and select either ‘Friends’ or ‘Friends of Friends'’.

facebook Search for people, places and things i Find Friends Home &z

% General Privacy Settings and Tools
&0 security
Who can see my stuff? Who can see your future posts? Friends Edit

E Privacy
=] Timeline and Tagging Review all your posts and things you're tagged in Use Activity Log
° Blocking

Limit the audience for posts you've shared with friends Limit Past Posts

of friends or Public?
E:_I Notifications
@ Mobile Who can look me up? ‘Who can look you up using the email address or phone number you provided? Close
Eo is applies to people who can't already see your email address or phone number.
EJ Followers This appl le who can't al | add h b
) Aops
m Ads Who can lock up your timeline by name? Friends of Friends Edit
Payments
& cifts

&4 Support T

Who can look me up? Who can look you up using the email address or phone number you provided?

This applies to people who can't already see your email address or phone number.
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Who can look up your timeline by name? Friends of Friends

Do you want other search engines to link to your Off
timeline?

Click on ‘Edit’ next to ‘'Who can look up your timeline by name?’ and select either
‘Friends’ or ‘Friends of Friends’.

The ‘Do you want other search engines to link to your timeline?’ option
should be set to ‘Off" and can only be switched to ‘On’ by sharing your timeline
with Everyone.




+ Only accept friend requests from people
‘ you know and trust and learn to block
offensive users

On Facebook, you can block users by accessing the Privacy Settings page via the cog
wheel on the upper right-hand side of the page and selecting ‘Privacy Settings'.

Select ‘Blocking’ in the left-hand navigation page to list people and/or apps you wish
to block.

facebook Search for people, places and things it ] Find Friends Home @&z
o -
o General Manage Blocking
i Security
Restricted List When you add friends to your Restricted list they can only see the information and posts Edit List
@ Privacy that you make public. Facebook does not notify your friends when you add them to your

[ Timeline and Tagging Restricted list.

° Blocking

Block users Once you block someone, that person can no longer be your friend on Facebook or interact

with you {except within apps and games you both use and groups you are both a member

=l & Blocking of).
Mob!
Followers Block users: | Add name or email m
D) aoes
m ads Block app invites Once you block app invites from someone, you'll automatically ignore future app requests
o from that friend. To block invites from a specific friend, click the "Ignore All Invites From
Payments This Friend” link under your latest request.
&6 cifts

Support Dashboard zene
€% support Dashboar Block invites from: | Type the name of a friend...

Block event invites Once you block event invites from someone, you'll automatically ignore future event

requests from that friend.

Block invites from: | Type the name of a friend...

Block apps Once you block an app, it can no longer contact you or get non-public information about
you through Facebook. Learn more.

Block apps: | Type the name of an app...

Find Friends Home @&z

Alternatively, you can block people through the Privacy TR a
Shortcuts menu by clicking on the padlock icon on -

the upper right—hand side of the page. Who can see my stuff?

Select 'How do | stop someone from E

bothering me?’ and type the person’s name or Who:cacontacmes

email address in the space provided.
° How do I stop someone from
2 5 bothering me?

You can block someone to unfriend them and
prevent them from starting conversations with you
or seeing things you post on your timeline. [?]
Add name or email

View All Blocked Users

See More Settings




The third option for blocking someone on Facebook
is to access their timeline and select the cog

wheel under the person’s cover photo, next to the
‘Message’ option. Select the ‘Report/Block...’
option in the menu which appears.

| + Friends | | Message

See Friendship

B5TE

"-rﬁag Poke

A dialog box will appear which provides options for e
dealing with the offensive user. This box will have bk e
different options depending on whether this person
is already your friend.

[T

Add to Interest Lists...

Suggest Friends...
Unfriend...

Add a Badge to Your Site

Select the ‘Block’ option and, if you wish, you

can report the user to Facebook by selecting the
‘Submit a Report’ option and clicking ‘Confirm’.
You will then be prompted to provide further details
of your report.

Blocking options if currently friended Blocking someone who is not a friend

Report and/or Block This Person

) Unfollow from

Report and/or block this person
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You will no longer see updates from  in your News o B'od_( 3
Fead, Blocking means you won't be able to see or contact each
other on Facebook
(@) Unfriend -
will not be able to post on your timeline () Submit a Report
- Let us know about abuse on Facebook
() Block
Blocking means you won't be able to see or contact each Report content shared by
other on Facebook Report 's account
@ e e © This is my old Profile

Let us know about abuse on Facebook
Recover this account, it's hacked
Repori account .
Report content shared by Close this account

Is this your intellectual property? Is this your intellectual property?

Cconton |

2%, Report fake profiles

‘ To report a fake profile on Facebook, access
the fake profile’s timeline and select the cog
wheel under the person’s cover photo, next

to the ‘Message’ option. In the menu which appears,
select the ‘Report/Block..." option.

. rrenc § message [

Report/Block...

Select the ‘Submit a Report’ option,

Report and/or block this person

check the box next to ‘Report ..."s
account’ and select ‘Confirm’.

Is this your intellectual property?

() Block
Blocking means you won't be able to see or contact each
other on Facebook

@ Submit a Report
Let us know about abuse on Facebook
(7) Report content shared by
@; Report 's account
() This is my old Profile
Recover this account, it's hacked
Close this account




Report and/or block this person

In the corresponding dialog box, select “This
person is impersonating someone’ and
select the option which corresponds with

(7 This timeline is using a fake name
() This person is annoying

(@) This person is impersonating someone

whom you are reporting on behalf of before ! B} e
clicking ‘Continue’. Follow the prompts to e
flnallse your report' () This Timeling is full of inappropriate content

() This is a fake account

If you don’t have a Facebook account, you
can still report a fake profile by completing

the form at www.facebook.com/help/ e —
contact/?id=169486816475808 S [ continue |[222]

() This Profile represents a business or organisation

Delete unused accounts

To download a copy of your Facebook content, access Account Settings by
clicking on the cog wheel on the top right-hand side of your timeline. Click on
‘Download a copy’ under the list of General Account Settings.

facebook Search for people, places and things :"2‘ Kate Find Friends Home

&7 General General Account Settings
i Security

Name Kate Edit
E Privacy
=) Timeline and Tagging Username hittp:/fwww.facebook.com/kate. Edit
@ Blocking

Email Primary: Edit
E:l i Password Password never changed. Edit
[ Mobile
Followers Networks No networks. Edit
@ s Language English (US) Edit
E] g Download a copy o
Payments Download a copy of your Facebook data.

A new page will appear with information on how to download your information and some
advice on protecting your security. Please follow the prompts and ensure that you have
enough storage on your device to accommodate the potentially large volumes of data
stored by Facebook about you.

Download Your Information
Get a copy of what you've shared on Facebook. 1

Easily download and browse through a personal archive of your Facebook photos, posts and messages. Learn more
about a copy of your

| Start My Archive

What's in your archive?
= Photos or videos you've shared on Facebook
= Your Wall posts, messages and chat conversations
= Your friends' names and some of their email addresses
(tor=: We'll only include email addresss for friends wha've allowed this in their account seming=.)

What's not in your archive?
= Your friends’ photos and status updates
= Other people's personal info
= Comments you've made on other people’s posts
You can also download an expanded archive to see more about your account history. Learn what's included.

Caution: Protect your archive
‘Your Facebook archive includes sensitive info like your private Wall posts, photos and profile information, Please keep
this in mind before storing or sending your archive.




To deactivate your Facebook account, access your Security Settings by
clicking on the cog wheel on the right-hand side of your timeline. You can
recover your account if you later change your mind.

Click on ‘Deactivate your account’ under the list of Security Settings.
Follow the prompts to complete the deactivation of your account.

If you wish to delete your Facebook account entirely, without the option of
recovering your information, you can complete the form available at
www.facebook.com/help/delete account and follow the prompts.

facebuuk Search for people, places and things Find Friends Home &3

o® General Security Settings >
estion Setting a security question will help us identify you. Edit >

Privacy m
=] Timeline and Tagging Secure Browsing Secure browsing is currently disabled. Edit —
@ Blocking Z
Login Notifications Login notifications are disabled. Edit m

l-:;l atlicins Login Approvals A security code is not required when logging in from an unknown browser. Edit <
Mobile o
Followers App Passwords You haven't created app passwords. Edit c
& s Recognized Devices Mo recognized devices. Edit ;
Ij] i Active Sessions Logged in from ACT, AU and 2 other locations. Edit n
Payments m
% Gifts Deactivate your account. w
&% support Dashboard Deactivate your account. 0o

Delete My Account

If you do not think you will use Facebook again and would like your account deleted, we can take care of
this for you. Keep in mind that you will not be able to reactivate your account or retrieve any of the
content or information you have added. If you would still like your account deleted, dick "Delete My
Account™.

{ Delete My Account Dm
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Managing your
Twitter account

Make sure your profile is set to private

Most people use Twitter to improve their public profile and will often make their
account publicly available. If you wish to use Twitter for more personal interactions,
you may choose to make your account private. This can be done by clicking on the
cog wheel on the upper right-hand side of the page and selecting ‘Settings’.

Q Home (@) Connect 3 Discover I Me

Direct messages

Karyn
11__--_-_- .90_ S 11 Sy - F’Iegse help donate funds for t Lists ig
my friend - for details check o
Rpa Help
\ Joseph Keyboard shortcuts
e Italians bending, twisting, man
Who to follow - Refresh - View all n continental teams are experts more

Sign out

Geva
Follow

Next to “Tweet privacy’, check the box next to ‘Protect my Tweets’.

Tweet privacy — Protect my Tweets

aces. Learn more

Only accept friend requests from people
you know and trust and learn to block
offensive users

If you are using Twitter, you may be comfortable allowing people you don't actually know to
be followers. If you do not know and trust a person, it is important that you exercise some
caution when clicking on links contained in one of their Tweets. To fit into the character
limit of tweets, URLs are shortened using services like http://bit.ly/ which redirect you

to an existing website. Unfortunately, this means that you cannot be sure of where the



link will take you and you may end
up at a phishing site or falling victim
to a drive-by download of malware
and viruses.

Profile summary

Please use caution when clicking on
links in Tweets, especially if you do not
know the person.

@rick

Queensland Australia

|
! ‘Ri"t(:hard
|
|

You can use URL expanders such as
http://real-url.org or others listed on

the Twitter Help Centrg to see what the s4e7 1081 248 BN o ol
actual URL is, and decide whether you ' :
. . 3 : Tweet to @rick
are comfortable viewing the site. " Richard 5 :
tha or remove from lis

Season U |

On Twitter, you can block users by s Tweet to @rick
accessing their profile and selecting
the Interaction menu, which looks
like a person’s silhouette, next to the
‘Follow’ status. Select the ‘Block’
option and follow the prompts.

=

- Report fake profiles

Fake accounts or accounts impersonating others can be reported to Twitter via
the form available at https://support.twitter.com/forms/impersonation and
selecting ‘l am being impersonated’.

" Richard Add or remove from lists . !

pic.twitter cof Block @,ﬂd‘d

Report @rick for spam

Embed this Profile
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Report an account for impersonation.

Fill out the form below to request help.

What is your issue? My account was suspended.
= | can't sign into my account.
@ My account has been hacked or compromised.
© Someone is using my email address without my permission

= |am being impersonated.

Not what you need help with? Choose another topic
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3 Help Center

English B3 Signin

How can we help?

Your first and last name
Legal alias

Common nickname
Your Email address

Your Twitter username
(optional)

Anything else?
(optional)

Report an account for impersonation.

Fill out the form below to request help.

@ A user is pretending to be me or someone | know
| am the person being impersonated

| am an authorized representative of the person being impersonated
© 1am a friend or fan of the person being impersenated.
(@ A user is pretending to be or represent my company, brand, or organization

Your Information

We may provide third parties, such as the affected user, with a copy of this complaint.

@

Twitter account not required fo submit a ficket

Have you previously filed reports regarding impersenation from this email address and faxed a copy
of your government-issued photo D to Twitter as part of that process?

@ Yes
© No

Wrapping up

Security reminder: Do not include private information (address, home phone) in this request Never
include your password.

Submit

Not what you need help with? Choose another topic

Select the ‘A user is pretending to be me or someone | know’ option and then select
the option which corresponds with whom you are reporting on behalf of. Complete
the form with the information requested. You do not need a Twitter account to report a

fake profile.



Delete unused accounts

To download your Twitter account, access your Settings by clicking on the cog
wheel on the top right-hand side of your account, select ‘Request your archive’
and follow the prompts.

Request your archive

Your Twitter archive

To deactivate your Twitter account, access your Settings by clicking on the cog wheel
on the top right-hand side of your account. From the bottom of the Settings menu select
‘Deactivate my account’. On the next page that appears, select the ‘Deactivate’ button.

£y Home (@ nect J# Discover » Q % || =

Is this goodbye?

1?7 Tell us.

Before you deactivate @ms , know this:

= We will only retain your user data for 30 days and then it will be permanently deleted. You can reactivate
your account at any point within 30 days of deactivation by logging back in.

= You don't need to deactivate your account to change your usemame or Twitter URL. You can change it on
the settings page. All @replies and followers will remain unchanged.

If you want to use this account's username or email address on another Twitter account, change it before
you deactivate. Until the user data is permanently deleted, that information won't be available for use.

* Your account should be removed from Twitter within a few minutes, but some content may be viewable on
twitter.com for a few days after deactivation.

= We have no control over content indexed by search engines like Google.

)

[ —)
‘ Deactivate @ms:
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Managing your
Instagram account

Make sure your profile is set to private

Many people use Instagram to improve their public profile and will often make
their account publicly available. If you want to use Instagram for more personal
interactions, you can make your account private.

This can be done via the Instagram app on your mobile device. First select the ‘Profile”
option on the lower right-hand side of the screen.

. Telstra 3G 9:50 AM . Telstra 3G 9:50 AM > =3 all_Telstra 3G 9:50 AM > m}

Jnstogrom 2 Cancel  EDIT PROFILE oo

=]

23 14 13

Edit Your Profile

o Change Password

PRIVATE INFORMATION

%

@hotmail.com

Photos Are Private

Turn privacy ON to approve follow requests.
Your existing followers won't be affected.

In the “Edit Your Profile’ section scroll to the bottom of the screen and ensure
‘Photos Are Private’ is in the ‘On’ position and select ‘Save’.



4= Only accept friend Al
requests from people you
know and trust and learn
to block offensive users

You can block users via the Instagram app on your
mobile device. Open the profile page of the offensive
user and select the ‘Further Options’ icon on the upper
right-hand side of the screen. Select the ‘Block User’
option and when prompted by the dialog box, select

‘Yes, I'm sure’ Block User

Report for Spam

Cancel

=S Report fake profiles

You can report fake or impersonation accounts to Instagram via their form at
http://help.instagram.com/customer/portal/emails/new

You will need to attach two clear photographs from two

different angles of a valid government issued ID. Attach
these images directly in your reply to their initial email Home » Email Us
response and feel free to black out personal information.
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Email Us

Your name (required)
Your email address (required)

Subject (required)
— Select A Subject - [=]

Device Type (required)
Apple [=]

Message (required)

File Attachment

Browse

Send Email




Protecting your mobile

devices

Disable geotagging for applications and
cameras on your mobile device

iPhone

iOS 3: Settings > General > Location Services. This will turn
off location services for ALL apps.

The only way to change settings for individual apps is to reset
the location warnings on your phone. You can access this
through Settings > General > Reset > Reset Location

Warnings > Reset Warnings. \When you open up an app after

the reset, you will be asked if that app can use your current
location and then select ‘Don’t Allow".

iOS 4 and 5: Settings > Location Services. Ensure that the

‘Off" option is selected next to ‘Camera’ and any other app you

do not wish to know your current location.

iOS 6: Settings > Privacy > Location Services. Ensure that

the ‘Off" option is selected next to ‘Camera’ and any other app

you do not wish to know your current location.

i0S3

éehﬂngs- General

About >
Usage 2h 13m >
Network »
Bluetooth off >
Auto-Lock 1 Minute >
Passcode Lock off >
Restrictions On »

Location Services

¢ Settings

“General | Location Services

Allow the apps below to determine your
approximate location.

| Location Services | Location Services

Location Services uses GPS along with
crowd-sourced Wi-Fi hotspot and cell
tower locations to determine your
approximate location.

| ‘ Camera
| @ Safari v

(@) Find My iPhone

Wid appiestore <[
65 weps Cov i)
An app that has requested your location
within the last 24 hours will show the
location services icon next to its name.

- A purple location services icon will
appear next to an item that is
currently using your location.

-7 A gray location services icon will
appear next to an item that has used
your location within the last 24 hours.

Off >

Location Services

Privacy

A

{ Location Services

Location Services uses GPS along with
crowd-sourced Wi-Fi hotspot and cell
tower locations to determine your
approximate location.

@ Camera =4

E:S Maps =4

Siri

Weather =4

Find My iPhone On »

< A purple location services icon will

i0S4 i0S5

i0S6




Samsung Galaxy S Series

Open the ‘Camera’ app > Settings > GPS Tag > Off

Settings

Auto contrast

| Guidelines

Image quality
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Notes
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